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A  M E S S A G E  F R O M  P A T R I C K

Dear Colleagues,

From the early days of our Group, our founders, Michel and Widad Chalhoub, believed 
that business success is about much more than only the bottom line. They worked to 
build a business that acted with purpose, passion and integrity.

Over the years, we have stayed true to this ethical approach to business, which has 
helped us to be among the leaders in our field and will continue to be a cornerstone of 
our future growth.

As a family business, our Group’s reputation and my family name are one, and we are 
proud to be a beacon of business and ethical excellence. We hold ourselves to the 
highest standards of ethics and always act with integrity, honesty, and respect for the 
communities we serve and the environment we all share. This has been, and always 
will be, at the heart of our sustained success.

This Charter and Code of Ethics reaffirm and reinforce our ethical commitment, 
which applies equally to every individual in our Group, regardless of seniority, 
business unit, function or location.

It represents our promise to individually and collectively adhere to and fight for what is 
right, founded on the three fundamental values that reflect our ambition and guide 
our actions: Respect, Excellence and Entrepreneurial Spirit.

As a member of the United Nations Global Compact, our Group is committed to the 
UNGC 10 principles in the areas of human rights, labour, the environment and anti-
corruption. Appointed a board member of the UNGC in 2018, I take it upon myself to 
continue driving a responsible business and supporting the 17 Sustainable 
Development Goals (SDGs) set by the United Nations General Assembly.

While this Code may not cover every situation that may arise, it provides clear 
guidance to help each of us to conduct ourselves and our business activities ethically – 
in our workplace, marketplace, and society. By understanding and respecting the spirit 
of our Code of Ethics, the Group is empowering you to make the right decisions as part 
of an ethical organisation that strives to be a role model without compromise, as I 
strive to be each day.

Patrick Chalhoub
Executive Chairman
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O U R  E T H I C S  C H A P T E R

Our values are the pillars of our Group’s culture. 

For us,

Respect means trust, fairness, integrity and humility;

Excellence means role model, commitment and efficiency; and 

Entrepreneurial Spirit means leadership, ingenuity and team spirit.

These values bind us all together: we become one in behaviour and action. Each 

one of us is the Group, its culture and its ethical legacy. And each one of us is 

responsible to champion it, nurture it and protect it.

HOW TO LIVE OUR ETHICAL STANDARDS AND PROTECT THEM IS 

SIMPLY TO ALWAYS MAKE SURE THAT:

• We respect the human rights and dignity of each individual

• We act with integrity and fairness

• We respect the environment, and we are committed to sustainability

• We are part of the communities we serve and are committed to 

respecting and giving back to them

• We comply with all applicable laws

• We respect and protect Group assets and data, as well as those 

entrusted to us

• We have zero tolerance for harassment, blackmail, defamation, theft, 

fraud, corruption, bribery and falsification

• We have zero tolerance for illegal substance abuse and political or 

religious activism on Group premises or time
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This is our shared commitment to the essence of who we are, in behaviour and 

in action, in conducting ourselves and our business.

These principles are elaborated in our Code of Ethics as well as in our internal 

policies.

Our Code is not subject to compromise or interpretation. It is our Code because 

we believe it is right to behave and act this way – our way.
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O U R  C O D E  O F  E T H I C S  

INTEGRITY IN ACTION

RESPECT AND PROTECTION OF PEOPLE AND THE ENVIRONMENT:

• Respect of Human Rights

• Fairness, diversity and equal opportunity 

• Protecting the dignity of others

o Harassment, defamation and violence 

o Respecting people

o Personal relationships

o Non-tolerated personal choices 

• Health and safety for all

• Respect and protection of our environment

INTEGRITY IN OUR BUSINESS PRACTICES:

• Integrity and honesty

o Conflicts of interest 

o Gifts and entertainment 

o Anti-money laundering 

o Anti-corruption 

o Lobbying

o Accuracy of our accounting and business records

• Fair business and fair competition

o Interacting with our consumers

o Interacting with our customers, suppliers and service providers 

o Interacting with our competitors
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PROTECTION OF OUR GROUP REPUTATION, INFORMATION AND 

ASSETS:

• Communicating about our Group 

• Confidentiality and sensitive information 

• Personal information protection and privacy 

• Responsible use of social media 

• Intellectual property and anti-counterfeiting 

• Group assets

• AI usage

o AI Tool Usage Guidelines:

o Information Security & Data Protection

o Ethical Usage

o Support & Training

o Unlock AI’s Potential
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WHO IS CONCERNED?

Each of us respects our Code of Ethics and the law because we believe it is the 

right thing to do.

• Each of us has a duty of care to understand, help others understand and 

follow, both in letter and spirit, our Code of Ethics.

• Each of us is asked to sign our Code of Ethics, evidence of our awareness and 

engagement to uphold it.

• Each of us understands and agrees that violations of our Code of Ethics will 

result in disciplinary actions, up to and including immediate termination of 

employment and as per prevailing labour laws. High risk areas are underlined 

in our Code with a zero-tolerance warning.

HOW TO BE SURE THAT WE ACT WITH INTEGRITY?

When in doubt, we question our course of action. If still unsure, we ask for 
guidance.

QUESTIONS WE NEED TO ASK OURSELVES:

• Am I comfortable with this situation?

• Am I authorised to do this?

• Is this consistent with our Code of Ethics?

• Is this legal?

• Will this reflect well on me and our Group?

• Would I feel good if this were made public?

If the answer is “No” to any of these questions, then we hold our decision/action 

and ask advice to our line manager or HR who are duty-bound to provide clear 

and timely advice in full compliance with our Code of Ethics.
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WHEN HAVING A CONCERN?

WE RAISE A FLAG IN GOOD FAITH.

• We bring to light any concern or breach of our Code of Ethics or to the 

law by informing our line manager and/or HR.

• When that doesn’t feel comfortable, use Speak Up to share your concerns 

in good faith. Speak-Up is a reporting channel accessible through One 

Chalhoub. Speak Up is an external trusted environment that ensures that all 

matters are dealt with anonymously, and in an unbiased, timely and sensitive 

manner.

• We understand that we must be ready to provide our full support during 

any ensuing investigation, if required.

Raising a concern or reporting a breach of our Code of Ethics in good faith is 

encouraged: our Group guarantees that we will not be subject to retaliation, 

such as discrimination, threats or disciplinary action, even if the facts prove to be 

inaccurate.

However, if done for unethical purposes, such as defaming a colleague, it 

becomes a violation of this Code and will warrant disciplinary measures, up to 

termination.
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HOW IS OUR COMPLIANCE GOVERNANCE ORGANISED?

Our Group has an Ethics Committee, constituted of members of the Group. This 

Committee reports directly to the CEO, who in turn sends annual updates to the 

Board of the Group.

THE ETHICS COMMITEE’S MANDATE IS THAT OF A GROUP 

COMPLIANCE OFFICER, INCLUDING:

• To ensure that our Code is reviewed regularly and updated whenever 

new situations arise due to changes in society, work environment and 

regulations.

• To ensure that our Code is published and to organise surveys aimed at 

creating awareness and understanding.

• To monitor that SPEAK UP, our reporting channel, is handled 

appropriately by the external provider and change it if need be.

• To monitor overall compliance to the Code and all decisions made on 

cases of non-compliance.

• To analyse trends of deviance and address root causes.

• To sponsor full fairness and equal opportunity, in the application of key 

HR processes by managers.

• To provide analysis, findings, and recommendations regularly to the 

CEO.
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R E S P E C T  A N D  P R O T E C T I O N  O F  P E O P L E  A N D  

T H E  E N V I R O N M E N T

RESPECT OF HUMAN RIGHTS:

We respect and uphold the United Nations Universal Declaration of Human 

Rights: To life, liberty, dignity, education, work, to freedom from slavery and torture 

for all human beings, regardless of race, gender, nationality, ethnicity, language, 

religion, or any other status.

• We make sure our actions do not violate or contradict any of the basic 

human rights principles, in particular as relates to child labour, forced labour, 

illegal or hazardous employment conditions, and human trafficking.

• We actively promote our stance on Human Rights to all our business partners, 

suppliers and customers, and expect them to uphold these principles.

• We provide or actively cooperate in remediation plans in instances of 

Human Rights abuses within our own activities and with our business 

partners, suppliers and customers; otherwise, we are ready to end the business 

relationship.

FAIRNESS, DIVERSITY, AND EQUAL OPPORTUNITY:

We are committed to a fair, honest, and inclusive work environment, promoting 

diversity and providing equal opportunity to all. This ethical stand reflects in the 

outcome of all our human resources processes: hiring selection, recruitment, 

working hours, conditions, evaluation, compensation, rewards, promotion, 

succession planning, training, development, and disciplinary measures.
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• We select, hire, promote and manage our team fairly, without discrimination on 

the grounds of, but not limited to, nationality, age, ethnicity, religious and 

societal beliefs, family situation, gender, physical and mental abilities.

• We make all our decisions based on qualification, merit, technical and 

behavioural competencies suitable for the job to be performed, and never on 

favouritism or nepotism.

• We reward team members fairly and provide equal opportunities for 

professional development.

PROTECTING THE DIGNITY OF OTHERS:

Harassment, Defamation and Violence

We do not tolerate harassment in any form – physical, verbal, written or 

visual – including but not limited to:

• Sexual harassment, inappropriate physical contact or behaviour, sexual or 

sexually suggestive or promiscuous advances or propositions;

• Offensive language or jokes;

• Racist, gender-related, sexist, religious, political or ethnic insinuations, jokes, 

insults or comments;

• Personal or physical attributes-related demeaning comments; and

• Humiliating, bullying, intimidating or threatening behaviour.

.
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A detailed list of harassment instances is included for reference at the end of 

this document.

• We embrace and respect diverse customs, practices and behaviours. We speak 

up and tell a person if we are witness to or offended by their actions or 

behaviour, explaining why and asking them to stop.

• We report if we are the victim of or witness any form of harassment.

Any reported harassment will result in an investigation, which may lead to 

disciplinary action up to termination.

Respecting People

We respect the dignity and sensitivity of others, each one of us acting as a 

role model and nurturing team spirit.

• We actively cooperate with colleagues based on true partnership, extending 

support at every level with an objective mindset.

• We refuse listening to or partaking in gossip, insidious comments, and negative 

opinions about colleagues.

• We respect the person speaking during meetings by never indulging in 

whispering and sniggering.

• We maintain a workplace that respects ourselves and others, including 

common areas.

• We avoid personal behaviour and belongings that others may deem careless, 

provocative, or contentious.

• We refrain from making any personal political or religious statements, 

advocacy, or activities on Group premises or time.

• We avoid making requests to our line manager that violate our Group policies 

or Code of Ethics.
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Personal Relationships

Our personal relationships do not interfere with our duties and decisions.

• We maintain the same collaborative working relationships with all our 

colleagues, without favouring those with whom we have personal relationships.

• We never ask colleagues for favours, gifts or special prices (i.e. staff sales, 

samples, vouchers, etc.) on the basis of our personal relationships.

• We never use our position in our Group to grant special personal conditions or 

prices to colleagues, family or friends.

Non-tolerated Personal Choices

• We never use, possess, distribute, buy, sell or promote any illegal or controlled 

substances while performing Group tasks regardless of location and time.

• Our Group recognises that each team member is entitled to freedom of 

opinion, expression and belief. However, personal political and religious 

statements and activism are not allowed on company time or premises.

 Failing to comply with both above statements will result in immediate 

termination.
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HEALTH AND SAFETY FOR ALL:

We are all responsible for ensuring that our Group premises are safe for all: 

team members, consumers, visitors and contractors.

• We comply with all applicable health and safety regulations.

• We understand and apply all health and safety programmes organised by the 

Group.

• We ensure the availability and use of all appropriate protective equipment and 

measures when required.

• We report immediately to the Health and Safety in charge within 

Administration any incident, danger, behaviour, or installation that could 

compromise a person’s health or safety.

• We inform our line manager and/or HR when taking any legal medical 

substance that may result in a safety risk or adversely affect our ability to 

perform.

RESPECT AND PROTECTION OF OUR ENVIRONMENT:

We are committed to respecting the environment in which we operate and 

take actions for the sustainable and responsible use of our resources.

• We minimise our environmental impact throughout the lifecycle of our 

operations in every way possible, in accordance with our Group’s environmental 

policy and programmes.

• We integrate our environmental policy in our daily practices, increase our 

recycling habits and reduce waste, favour renewable materials and eco-efficient 

processes and optimise natural resources consumption.

• We actively engage in and advocate amongst our colleagues all health and 

environmental programmes organised by our Group.
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I N T E G R I T Y  I N  O U R  B U S I N E S S  P R A C T I C E S

INTEGRITY AND HONESTY:

It is our individual and collective responsibility to avoid any action that may 

negatively impact society and the reputation of our Group or that of each 

other.

• We conduct ourselves and our business with honesty and integrity, throughout 

our dealings with our business partners, suppliers, customers and competitors.

• We are transparent and clear on terms of dealing and require the same clarity 

from other parties.

• We report on our activities, financial status, performance and accomplishments 

to our shareholders in a timely, accurate and transparent manner.

• We never benefit personally from our position in the Group by conducting 

personal transactions or deals, and refuse any personal advantage, condition or 

remuneration from external parties.

We never accept services or money of any value from an external party when 

awarding a contract or commercial deal, as this will result in immediate 

termination.

CONFLICT OF INTEREST:

Conflicts of interest are personal relationships or financial interests that may 

interfere with our ability to act in the best interest of our Group, or to make 

objective decisions on behalf of our Group.
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• We exercise sound judgment to avoid any situation or action that could impair 

our ability to act in our Group’s best interest or divide our loyalty towards our 

Group.

• We avoid any potential conflict of interest when dealing on behalf of our Group, 

such as:

o holding an ownership or financial interest in an entity working with us or 

competing with us;

o supplying products or services to our Group directly; or

o dealing with companies to benefit a family member or friend.

• We ensure that we complete and submit the Conflict of Interest declaration 

form, detailing any business opportunity we wish to pursue outside the Group, 

such as serving as a board member, holding a part-time job, being an 

influencer, publishing a book, or providing professional services, including any 

form of consultancy or freelancing. All external activities must follow the 

Group’s approval process. For further information, please contact 

compliance@chalhoub.com 

GIFTS AND ENTERTAINMENT:

Exchanging gifts and entertainment may affect independent judgment on 

business decisions and cause actual or perceived conflicts of interest.

• We only offer gifts or forms of entertainment that are lawful, in line with the 

Group Gifts Giving, Hospitality and Entertainment policies and relevant to our 

business. 

• We give gifts only within cultural traditions wherever we operate.

• We make sure that gifts are of modest value (maximum retail USD 250). This 

also applies to forms of entertainment, such as business lunches or dinners; 

lunch: 125USD, dinner: 125USD within the Middle East and 250USD in Europe 

and the United States.
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• Chalhoub Group can provide Gifts stamped with Chalhoub Group’s logo which 

are customary in our industry, within cultural traditions. These are generally 

provided at the occasion of specific events (e.g., year-end celebrations or Eid) or 

during business visits

• We only invite colleagues who are involved in the business activity to a business 

entertainment function.

• Gifts, Entertainment and hospitality must not be intended or provided to 

obtain, retain or reward any undue business advantage from any person in 

public office, or if this person or organisation is not a public office, in violation of 

their professional duty. Such inappropriate transfers of value may amount to 

corruption.

• Accepting gifts, as well as any cash payments or cash equivalent, are prohibited. 

Such gifts must be returned unless they are perishable (e.g., chocolate, foods, 

flowers, fruits), in which case they should be shared with colleagues at the 

office. This does not apply to very nominal and inexpensive gifts (e.g., a mug, an 

inexpensive pen) with a market value of no more than a few dollars, which can 

be kept by Team Members. .

Any Gift giving should be approved in advance in writing by the Group CEO, 

Executive Chairman, Presidents, Chiefs, Country Managing Director and Senior VP 

and will be recorded in a gift tracker. For further information regarding gift giving 

or receiving, contact compliance@chalhoub.com

ANTI MONEY LAUNDERING:

Money laundering is when individuals or organisations hide the proceeds of 

their unlawful activities by making those proceeds look legitimate. This is 

against the law and it is critical to never be associated – however innocently – with 

unlawful activities of others.
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• We exercise good judgment when dealing with unknown parties or unusual 

transactions.

• We conduct business only with reputable parties, for legitimate business 

purposes, with legitimate funds.

• We apply a robust screening and due diligence process of business partners.

• We are vigilant of red flags, such as unusual transactions, payment requests or 

methods, or refusal to provide legitimate information.

ANTI CORRUPTION:

We are committed to anti-corruption laws that prohibit anyone from offering, 

giving, accepting or receiving a bribe.

• We never give cash, gifts and intended to improperly influence a business 

decision or obtain an advantage.

• We never undertake facilitation payments, which are small payments to 

individual officials to secure or speed up routine governmental procedures.

• We ensure that our agents, contractors and suppliers do not make or receive 

bribes or facilitation payments on our behalf.

• We never extend an invitation to an official governmental or related entity 

official for entertainment and only use stamped corporate gifts during 

traditional periods of gifting, wherever we operate.

Any instance of fraudulent activity or bribery directly violates our Group’s values 

and the law and will result in immediate termination. If we are the witness of any 

breach of ethics, it's essential to report it, as failure to do so may also result in being 

held responsible.
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LOBBYING:

We never make contributions or offerings from Group funds, directly or 

indirectly, to any individual, party, association or any other entity aimed at 

shaping public policy and opinion or influencing its outcome.

ACCURACY OF OUR ACCOUNTING AND BUSINESS RECORDS:

Business records include any document or communication, in paper or 

electronic form, which are produced and maintained throughout our operations.

• We make sure our business records, including all financial statements and 

contracts, are honest, forthright, and accurate reflections of our business and 

financial situation.

• We comply with all general accounting, tax, and financial reporting rules, 

regulations, and legal obligations applicable in the countries where we operate.

• We maintain accurate and true records of all accounting transactions at all 

times, including those giving rise to liabilities, financial statements, and 

documents.

• We record and process all transactions, in particular payments, in a true, 

complete, and auditable manner.

• We manage and retain our records in accordance with our tax, financial, and 

legal obligations.

• We are ready to provide truthful and substantiated answers to queries from 

auditors, whether external or internal, investigating as per the mandate of the 

Group or by law.

We never falsify, conceal, disguise, or defer any accounting or business transaction 

or record, and we never tamper with or falsify any signed company statement or 

certificate, as it will result in immediate termination.
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FAIR BUSINESS AND FAIR COMPETITION:

Competition laws seek to maintain healthy market competition by regulating 

anti-competitive conduct by companies, such as – but not limited to – price 

fixing, price manipulation, limiting prices, dividing territories, exclusive dealings, 

refusal to deal, and abuse of dominant position.

• We promote trust through clear and healthy relationships between our Group 

and our business community: consumers, customers, suppliers, partners and 

shareholders.

• We support free competition in a fair, ethical and open manner wherever we 

operate, in full alignment with all applicable competition laws.

INTERACTING WITH OUR CONSUMERS:

• We earn consumers’ business on the basis of fair and honest representation of 

our products and services, without resorting to deceptive or anti-competitive 

trade practices.

• We make sure that all our marketing and sale claims are substantiated and 

deliver on their promises.

• We comply with and actively support any consumer protection initiative, policy 

or procedure in all our operations.

• We never get or communicate personal information of our consumers through 

unlawful means and without their consent.

• We always inform our consumers about the use of their personal information 

and never proceed without their consent.

• We ensure that CCTV monitoring in our premises, such as stores, is clearly 

announced.
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INTERACTING WITH OUR CUSTOMERS, SUPPLIERS, AND SERVICE 

PROVIDERS:

• We treat all our customers, suppliers, and service providers equally and do not 

give any unfair advantage.

• We use a fair, objective, and transparent selection process based on merit, 

quality, and reputation.

• We hold them to the same standard of fairness and integrity throughout our 

business relationship, to which we hold ourselves.

INTERACTING WITH OUR COMPETITORS:

• We never slander, spread false information, or act unethically towards our 

competitors.

• We collect information on our competitors only through legitimate public 

sources and protect this information.

• We never use – in collecting information – theft, deception, misrepresentation, 

breach of confidentiality obligations, promises or threats, directly or through a 

source that uses such means. 
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P R O T E C T I O N  O F  O U R  G R O U P  R E P U T A T I O N ,  

I N F O R M A T I O N  A N D  A S S E T S

COMMUNICATING ABOUT THE GROUP:

Everything we communicate about our Group may have an impact on its 

reputation.

• We talk to the media or make statements on any public communication 

channel, including social media, about our Group, its subsidiaries, its business 

partners and its resources only when authorised to do so.

• We make sure the information we communicate is reliable, consistent and 

accurate.

• We always use the highest professional and ethical standards in our 

communication.

• We make sure that our information is sent only to the relevant people.

• We only use our Group’s name and logo in compliance with our corporate 

identity guidelines.

We never – on any personal or public communication channel (ex. One Chalhoub,  

personal social media, Group and personal emails, etc.) – blackmail or make 

negative statements or share information that defames our Group in any way: such 

communication is considered a civil offence and will result in immediate 

termination and legal action against the author.
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CONFIDENTIALITY AND SENSITIVE INFORMATION:

While performing our job, the Group trusts us in full transparency with 

sensitive information, such as: 

• Financial information, such as earnings, losses, forecasts, budgets and sale 

turnover. 

• Internal activities (organisation, shareholding, etc.). 

• Upcoming strategies, mergers or potential business opportunities. 

• Marketing campaigns, product launches or price structures. 

• Contracts, quotations or operations manuals and know-how. 

• Information on business partners or competitors. 

• We use and share this information on a need-to-know basis and if it makes 

business sense. 

• We maintain the confidentiality of this information while performing our job, 

except when disclosure is authorised or legally mandated. 

• We keep this information within the Group and do not share it with friends or 

family. 

• We protect this information even after leaving the Group.

PERSONAL INFORMATION PROTECTION AND PRIVACY:

Our Group acquires and retains personal information about each of its team 

members, business partners, suppliers and customers.

• We respect and protect the privacy of all our team members, business partners, 

suppliers and customers who have entrusted their data to us.

• We handle this data – collect, store, share, use, retain, transfer and delete it – 

responsibly and in compliance with applicable privacy laws, as well as with the 

General Data Protection Regulation 2016/279.
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• We do not retain this data for longer than needed, and make sure to only use it 

for a clear business purpose or if required by law.

• We respect any non-disclosure agreements signed with your previous 

employers’ and with our Group.

RESPONSIBLE USE OF SOCIAL MEDIA:

• We use social media, such as Facebook, X, Instagram and similar platforms and 

forums, with caution and care, being aware that, whether acting in a personal 

or professional capacity, all ideas, opinions and comments that are posted never 

truly disappear and can have personal, professional and legal consequences at 

any time.

• We respect the terms and conditions of the social media platforms we use.

• We never upload, post on, forward or post a link to any site using abusive, 

obscene, discriminatory, defamatory content, nor to chain mail, junk mail, or 

spam.

• We report to IT Security any suspected or confirmed cybersecurity, privacy, or 

social media risks or incidents, as well as any loss, theft, misuse, or improper 

access to data or computing equipment.

INTELLECTUAL PROPERTY AND ANTI-COUNTERFEITING:

Our Group’s intellectual property – such as but not limited to trademarks, 

patents, copyrights, software, apps, and any proprietary information – is protected 

by Intellectual Property laws.

• We respect our Group’s intellectual property rights and protect all documents, 

films, music, and software produced by any of us during our employment. 

These belong to the Group.

• We never share any such intellectual property with external parties without 

written authorisation.

28



• We apply the same level of care to third parties’ intellectual property rights as 

we do to our own, and only use it when authorised to do so.

• We never promote or condone the use of counterfeit or imitation products.

GROUP ASSETS:

These may include tangible and intangible assets, such as funds, business plans, 

financial data, buildings, equipment, supplies, communication systems, licensed 

software, confidential and proprietary information, know-how, data, trademarks and 

copyrights, any other resource owned by or entrusted to our Group.

• We do everything possible to protect and secure our Group’s assets.

• We only use assets when authorised to do so, for business purposes only, and in 

the exclusive interest of our Group.

• We make use of these assets and resources in a responsible way while 

performing our job, avoiding waste, loss, damage, misuse, misappropriation, or 

infringement.

• We protect our Group’s IT ecosystem: desktops, laptops, mobile devices, 

networks, software, email, business applications, internet, intranet, and all 

Group internal communication platforms, by observing all security 

recommendations.

Any instance of theft of Group funds and/or Group assets, or intention of theft or 

abetting such instance, will be subject to disciplinary measures, which may 

include immediate termination.
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AI USAGE :

As the Group integrates Artificial Intelligence across our business, departments, 

functions, and processes, we are committed to using these tools responsibly, 

ethically, and with due respect for privacy, confidentiality, and our Group values. This 

Code of Ethics outlines essential guidelines for team members when engaging with 

AI tools or handling AI-generated documents and content.

Any questions, concerns, or inappropriate AI outputs should be raised to 

compliance@chalhoub.com 

AI Tool Usage Guidelines:

We are committed to using AI tools responsibly and securely. Our current 

approach emphasises caution, clarity, and alignment with our security standards.

• Only enterprise-grade AI tools deployed within Chalhoub Group’s secure 

environment may be used. 

• Alia (ChalhoubGPT) has been deployed as the Group's secure, enterprise-grade 

GenAI assistant. It is enriched with Chalhoub Group knowledge and hosted in 

our secure enterprise environment. Alia is the preferred productivity tool for 

GenAI across the Group and should be used in place of consumer services such 

as ChatGPT, Gemini, or Claude for work involving internal, confidential, 

proprietary, restricted, or regulated information. Other approved tools, such as 

Microsoft Copilot, may be used where appropriate.

• Consumer AI platforms must not be used to process internal, confidential, 

proprietary, restricted, or regulated information unless explicit written approval 

is granted by Information Security via One Reach “AI Tool Requests”.
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• Before any AI tool can be officially approved, it must undergo an Information 

Security and Compliance review, including risk assessments for data handling, 

encryption, and third-party compliance. Requests for approval should be 

submitted to Information Security via One Reach “AI Tool Requests”. If any tool 

is being tested or explored prior to approval, under no circumstances should 

internal, confidential, proprietary, restricted, or regulated information be 

entered into those tools.

• If your team is using or considering a specific platform, please inform 

Information Security through One Reach “AI Tool Requests” ticket so, it can be 

properly assessed.

Information Security & Data Protection

• Ensuring confidentiality is a top priority: We prioritise confidentiality by 

ensuring that AI tools not deployed within Chalhoub Group’s secure enterprise 

environment are never used to process internal, confidential, proprietary, 

restricted, or regulated information, including data related to customers, team 

members, partners, or business operations, unless explicit written approval has 

been obtained.

• Handling sensitive information responsibly: We exercise caution with sensitive 

information by applying the same security protocols used for any company-

sensitive data. When in doubt, it’s always safer to consult your supervisor or 

compliance@chalhoub.com 

• Limit data sharing: Avoid sharing sensitive information with AI platforms 

unnecessarily, and ensure that all data handling aligns with Chalhoub Group’s 

protocols.

• Retention & deletion: We follow Chalhoub Group’s Data Retention Policy, 

ensuring AI-processed data is securely deleted when it is no longer needed.

• Policy compliance: We strictly adhere to Chalhoub Group’s Information Security 

policies when sharing or processing data involving AI tools.
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User Responsibility & Accountability

• Validate outputs: We ensure the accuracy of AI-generated outputs by 

thoroughly reviewing and validating them before using them in reports, 

presentations, or communications.

• Labelling AI content: We clearly label content generated by AI tools, especially 

in materials intended for customers.

• Incident reporting: We report any AI-related anomalies, security breaches, or 

unauthorised access immediately to Information Security via One Reach.

Ethical Usage

• Respect and integrity: We uphold Chalhoub Group’s values of respect and 

integrity by using AI tools responsibly, ensuring that they are not used to 

generate discriminatory, offensive, or inappropriate content.

• Bias mitigation: We actively mitigate bias by reviewing AI outputs for 

inaccuracies or unfairness.

• Transparency: We ensure transparency by disclosing when a decision is 

supported by AI tools, particularly in processes that directly impact our 

customers or team members. The Group encourages teams to include a brief 

disclosure notice when AI has been used to support important decisions, 

especially those that are strategic or customer/team member-facing. These 

notices can be added to emails, reports, or other relevant communications. A 

few examples:

o This output was generated using Alia (ChalhoubGPT) and reviewed by a 

human

o AI tools were used to support parts of this decision. Final validation was 

done by a human using Alia (ChalhoubGPT)

o Some insights presented here were generated with the help of AI tools 

and verified by the concerned team.

o This recommendation was generated using AI and is subject to human 

validation.

32

https://onereach.chalhoub.com/support/tickets
https://alia.chalhoubgroup.com/
https://alia.chalhoubgroup.com/


• Adhere to regulations: We comply with all applicable data protection 

regulations, including UAE PDPL, KSA PDPL, and GDPR.

Support & Training

• Software Maintenance: We keep all software and tools up to date to maintain 

system security. Wherever possible, we enable automatic updates. All users will 

also receive a system notification to install the latest versions as soon as 

available/released. If you have any questions, reach out to One Reach.

• Stay trained: We stay informed and compliant by completing mandatory AI 

training and keeping up with updates to AI policies.

• Team members are advised to go through the Ready. Prompt. Go training on 

Chalhoub University to improve prompting skills and ensure efficient and safe 

use of Alia.

    Unlock AI’s Potential

• AI tools offer significant opportunities to boost productivity, foster innovation, 

and deliver added value to our role and to our Group. Chalhoub Group 

encourages us to explore and make use of these tools, always remembering 

that we are the gatekeepers of AI outputs. It is our responsibility to review, 

validate, and ensure the accuracy of all AI-generated content you use. 

• By adhering to these guidelines, we contribute to creating value in a human-

centric way for consumers, partners, team members, and all stakeholders of 

Chalhoub Group.
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HARASSMENT INSTANCES:
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CYBERBULLYING Online harassment

• Share humiliating things about the victim by mass email or 
mass chat

• Spread lies or gossip about the victim on social media

• Send harassing instant messages or text messages directly to 
the victim

DISCRIMINATORY 

HARASSMENT

Gender-based

Racial 

Religious

Disability-based 

Aged-based

• Racial slurs 

• Racial insults 

• Racial jokes

• Degrading comments 

• Disgust

• Intolerance of differences

• Intolerance towards religious traditions, holidays or customs

PERSONAL 

HARASSMENT
A form of bullying

• Inappropriate comments 

• Offensive jokes

• Personal humiliation 

• Critical remarks 

• Excluding behaviours 

• Intimidation tactics

• Any  other  behaviour  that creates an intimidating or offensive 
work  environment for  the victim

PHYSICAL 

HARASSMENT

Involving physical 

attacks of threats

• Direct threats of intent to inflict harm 

• Physical attacks (hitting, pushing forcefully, kicking, etc.) 

• Threatening behaviour (shaking fists angrily) 

• Destroying property to intimidate

POWER 

HARASSMENT

Bullying a victim who 

is lower on the office 

hierarchy, primarily in 

psychologically

• Excessive demands that are  impossible  to meet 

• Demeaning demands far below the team member’s capability

• Intrusion into the team member’s personal life

PSYCHOLOGICA

L HARASSMENT

Making others feel 

undervalued and put-

down

• Isolating or denying the victim’s presence 

• Not considering or undervaluing the victim’s thoughts 

• Discrediting or spreading rumours     about the victim

• Opposing or challenging everything the victim says
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RETALIATION 
Harasses someone 

else to get revenge 

• Team member A files a complaint about Team member B

• Team member B finds out about the complaint and who made 
it

• Team member B harasses Team member A to get revenge and 
deter them from filing further complaints

• Team member B, in this case, would be harassing Team 
member A as retaliation 

SEXUAL

Sexual in nature and 

generally includes 

unwanted sexual 

advances, conduct or 

behaviour 

• Sharing sexual photos (pornography)

• Posting sexual posters

• Sexual comments, jokes, questions, etc.

• Inappropriate sexual touching

• Inappropriate sexual gestures

• Invading personal space in a sexual way 

VERBAL Personality conflicts
• Threatening, yelling, insulting or cursing at a person in public or 

in private 
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